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Abstract. Fine-grained GPS trajectory data are collected and mined
at an unprecedented pace, revealing individuals’ whereabouts, habits,
and even personal preferences and values. They are used in personalized
services as well as for analyses with societal benefits. Current privacypreserving methods in the literature focus on protecting every single
individual in the system. The large correlation between points in a trajectory and also between trajectory instances require, however, excessive
levels of distortion to make the data private. Consequently, these methods either are too vulnerable to privacy attacks or cannot maintain data
utility. To address this fundamental problem we are proposing a model
that moves beyond learning from as much data as possible to a crowdsourced, yet highly selective model that decides who to learn from. We
believe that such a paradigm can specifically be applicable to detecting
local anomalies, e.g., abnormal traffic congestion.
Keywords: Trajectory data · Individual movement profile · Traffic anomaly
detection
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Introduction

GPS-enabled navigation systems, smart phones and wearables are becoming omnipresent, ubiquitously sensing their users and capturing fine-grained mobility
data [22, 23]. Mining the resulting large spatio-temporal datasets provides valuable insights for managing cities and the society in general [24]. In particular,
fine-grained spatio-temporal data is indispensable for urban management and
traffic monitoring [5, 7, 11].
Spatio-temporal data incorporate a large amount of personal, sensitive information, hence users are willing to control when, how and with whom their data is
being shared. Several approaches have been proposed to safeguard user privacy
when handling large-scale trajectory datasets [1, 6, 20]. Nonetheless, many of the
proposed privacy-preserving approaches are either not applicable to real-world
scenarios (e.g., encrypted trajectories), or are perturbing data excessively, thus
limiting data utility [10, 12, 15, 25].

Traffic management is a domain where the public good of the data use is
rarely contested. Yet, large-scale and highly privacy-invasive monitoring of users
in the traffic is currently still necessary to assure valid analytical outcomes for
fine-grained traffic monitoring tasks. While the ability to characterize coarse to
mid-level, aggregate spatial and spatio-temporal dynamics of the urban traffic
system has been extensively researched over the last decade [11, 2, 4, 16], here
we focus on the nuanced, local understanding of the underlying population dynamics, since local traffic disturbances may result in major traffic congestions
and timely detection of them is critical for traffic management.
To better preserve the privacy of the majority of users while detecting local
traffic incidents, it may be possible to only observe selected users, thus preventing intrusive, fine-grained population-scale monitoring. A key question is then
whether a carefully selected group of data volunteers could act as a surrogate for
the total population and thus enable capturing important local traffic patterns?
We hypothesize that tracking a group of users with highly predictable movement patterns, denoted as sentinels in this paper, can provide sufficient information to finely characterize the anomalies and deviations in the traffic flow caused
by e.g., an accident. These users can be identified and contacted in a targeted
manner and encouraged to share their knowledge of these anomalies privately,
possibly in exchange for remuneration or premium services. This approach significantly reduces the number of users that are required to be tracked, but also
makes it possible to establish plausible incentives for data sharing.
Several research question will arise if this hypothesis is confirmed: What fraction of the population should be considered as sentinels? What should be the
spatio-temporal distribution of sentinels to ensure valid traffic pattern detections? What type of local events can be revealed through observing the sentinels’
behaviour? How to incentivize sentinels for the information exchange?
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Related Work

Preserving trajectory privacy has gained a considerable attention in recent years [1,
6, 20]. Hand in hand, privacy implications of sharing large-scale trajectory data
have become the focus of several studies. Starting from initial studies of the potential exposure of raw GPS trajectories and call-record datasets to privacy
attacks [14, 9, 26, 17], more recent research shows the feasibility of attacking even seemingly private trajectory datasets. Gambs et al. [8] propose a deanonymization attack inspired by the Netflix case [19]. They assume the adversary has access to the mobility patterns of the users for a short amount of
time. Building a Mobility Markov Chain model, the authors then use this model
to re-identify the users. In [13], the authors succeed at reconstructing an unknown private trajectory using its distance to a number of known trajectories,
possibly with different sampling interval. The authors in [21] investigated the
privacy implication of sharing the results of location-based queries like ‘Where
is the nearest gas station to my path?’ or ‘Send me the location of closest Italian
restaurants.’. Hence, only a set of POIs is released which consists of the query

results at each timestamp. This set of POIs is then used to reconstruct the original trajectory of the user. The authors in [18] focused on personalized privacy
guarantees and show that the coarse trajectory of private users can be refined using the fine-grained trajectory of privacy agnostic users. In all the studies above,
the trajectories of all users are shared, thus increasing both the risk of privacy
breaches and requiring a large amount of data distortion to make their trajectories private. In contrast, we propose a framework that uses a small sub-set of
privacy-agnostic population to sense traffic anomalies.
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The Vision of the Future System
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Fig. 1: The overall view of our proposed framework. White cars represent the
general population of cars, light gray cars represent sentinels, black cars represent
sentinels that have responded to the incentive and shared their information.
Our framework focuses on the detection of outlying spatio-temporal events,
(e.g., an unusual traffic congestion pattern). Our privacy-aware traffic detection
system has two key features: First, it is built on the knowledge that is shared by
a small subset of the population, so-called sentinels. The sentinels have highly
predictable routes and are either privacy-agnostic users, or less private agents,
e.g., delivery drivers, with flexibility in planning their routes in case of a traffic
incident. In our system, sentinels are willing to share limited location information
with the server, e.g., through incentives such as special services. Moreover, our
system allows the adaptation of typical k-anonymous privacy-preserving measures. The benefits of achieving k-anonymity in such scenario is two-fold: i) safeguarding the privacy of sentinels, and ii) reaching a confidence level to detect
meaningful events and reduce the noise.
We furthermore envisage light-weight algorithms operating on sentinels’ personal devices to build their movement profile and submit the time and location
of a deviation from their profile. Figure 1 provides an overview of our system.
Each user is assigned a confidence score for the current route based on the predictability of that route given his/her movement history. Note that this score
is computed locally on users’ device and the server does not have access to the
fine-grained trajectory of users. Given the scores, users are divided into sentinels

and the rest of the general traffic population (Figure 1). In the event of a deviation from the movement profile, the server is notified (Figure 1, left). The server
then responds with the potential incentive as well as the required confidence and
privacy level, i.e., k (Figure 1, middle). The system then receives the time and
location of the local deviation from k sentinels (Figure 1, right).
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Preliminary Experimental Feasibility Study

We examine the feasibility of the envisaged system through a preliminary experimental study and explore the following questions:
1. Are there users that can become our sentinels? We examined a 10month GPS trajectory dataset in the city of Melbourne. We selected users
with at least 50 trips, which cover distances larger than 3km and are longer
than 15 minutes (2707 users). Focusing only on their fully sampled trips, we
have 31748 trips. Figure 2a shows the ratio of users and their trips that have
sufficient support, where support is defined as the number of trips with the
same origin and destination divided by the total number of user’s trips.

(a)

(b)

Fig. 2: (a) Effect of support on the ratio of sentinels. (b) Precison@k.
2. What is the spatial coverage of their trips? We divided the space into
grids (≈ 1 × 1km) and counted the number of GPS points that falls into
each grid cell. Setting support to 0.1 and 0.5 leads to 72% and 60% of cell
coverage respectively. Figure 2b shows the precision @ k [3] when querying
about the top k populated grids. As can be seen, using sentinels’ information
provides promising levels of understanding of the general traffic dynamics.
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Conclusion

We propose a novel privacy-aware system that can help detect local traffic
anomalies using a small sub-set of population, i.e., sentinels, instead of every
user’s data. The underlying idea of our system is that a traffic anomaly can
cause sentinels to deviate from their normal movement pattern. We explored the
feasibility of such approach by investigating whether or not sentinels exist in
real-world datasets and if they are reliable for estimating the traffic condition.
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